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NAT boxes connect private LANs to the public Internetwork. Hosts located in the private network are able to connect to the servers located in the public world, but they are unable to establish a connection to a host located in a different private network. Special configuration of the NAT boxes (e.g. configuring “port forwarding”) can help to reach private hosts behind the NAT boxes. There are cases, where direct TCP connection between hosts (located in two different private networks) is necessary without NAT box configuration.

In this paper we would like to introduce a software based solution for the mentioned situation: The solution (named UDPTUN) establishes a direct tunnel connection between two hosts located in different private networks (without changing or touching the configuration of the NAT boxes).

In this lecture we would like to discuss the theoretical background of UDPTUN, and an implementation example will be given to illustrate the usage of the system. 
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