Data Protection on Progress Databases and Progress 4GL Environment

ABSTRACT

The presentation shows a protection mechanism implemented on a Progress RDBMS and in Progress 4GL development environment. The method described below is intended to protect the stored data at a level that to not allow direct access to the database, but only using the application functionality and its user interface. The method ensures that even the database administrator has no direct access to the database, despite the fact that for application upgrade and recompilation reasons higher privileges are needed. The paper only deals with protection against unauthorized access, and does not deal with protection against physical damage of the database. 

The first part of presentation describes the tools provided by the Progress RDBMS – from the point of view of the database itself and from the point of view of the application which access the database.

 The second part of presentation details the areas which were needed to be covered for protecting the database and application in a real environment – a medication database used in an integrated Health-Care Information System. 

The third part describes the steps of technical and organizational implementation of the security system. In particular, it was important to establish a mechanism, which is used in a real environment, having regard to the development workflow, as well as the upgrade process of the live system performed by clients. 

Next part of presentation describes the analysis and selection of the used cryptographic methods. Since database upgrades affected live environments where almost continuous data availability is a must, the speed of decrypting of large amounts of data was an important issue.
Finally, there are discussed the ways of possible further improvements of the presented security mechanism.
