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The most common inefficient security methods using wireless network are MAC filtering, SSID hiding, LEAP authentication, disabling DHCP, antenna placement, using 802.11a, wep.
This paper deals with the weak points with modern free hacking tools: kismet, netstumbler (wireless scanners), airodump (traffic recorder), aireplay (wireless packet injector) aircrack (wep cracker), wep_decrypt (decrypt dump files).  We can even use full live cd like auditor, backtrack. Finally we investigate what practical solutions can be done in different environment like, home, small business, large enterprise.
