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Abstract

Relay attacks are attacks on systems’ security involving a malicious third
party interrupting communication between legitimate parties A and B. Dur-
ing a relay attack the malicious third party forwards messages between parties
A and B without changing any of the messages thus relay attack can be in-
terpreted as a special case of man-in-the-middle attacks. Its purpose is often
eavesdropping on communication links but relay attack is also capable to
change the chronology of events and extending the range of the communi-
cation link. The relay attack against RFID or NFC communication links is
often carried out to impersonate a device at a distant location. In our work
our goal is to discuss the general properties of attacks and specifically the re-
lay attacks on RFID and NFC systems and to enumerate the relay attacks on
RFID and NFC devices discussed in papers. Our work also contains thoughts
of feasible defense techniques against the relay attacks.
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